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1. Conclusions and recommendations
1.1 Conclusions

1.1.1 The EESC, in several previous opinions, has alregtged that there is a need for a legislative
initiative on the free flow of non-personal dati&acs this is a basic prerequisite for securing the
objectives of the Digital Agenda and of achievihg Digital Single Market.

1.1.2 This Commission proposal today represents the ingsbrtant legal aspect of the future of
European policy for developing the data economy igsdepercussions on economic growth,
scientific research, the fostering of new techn@sgparticularly in the domain of artificial
intelligence, cloud computing, metadata and therivdt of Things (IoT), industry and services
in general and public services in particular.

1.1.3 The EESC considers, however, that the proposailier overdue, over and above the fact that
the limited nature of its scope of application, fhédity and lack of assertiveness of the
mechanisms laid down and, most of all, the lack apfibition and political will and
determination are likely to undermine its objecsive

1.1.4 Indeed with regard to the first and most importahjective — to improve the cross-border
mobility of non-personal data in the single markethe EESC, unlike the Commission does not
consider it to be sufficient merely to require Mentates to notify it, only 12 months after the
entry into force of the Regulation — which is notedo happen before the end of 2018 in the
best case scenario — of "any draft act that comtaimew data localisation requirement or
modifies an existing data localisation requirementith a view to obliging Member States to
"ensure that any data localisation requirement ighaiot in compliance” with the rule on the
non-prohibition or non-restriction of free flow dfe data concerned "is repealed”, except for
reasons of public security.

1.1.5 With regard to its second objective of "ensuringttthe powers of competent authorities to
request and receive access to data for regulatmwirat purposes, such as for inspection and
audit, remain unaffected", the EESC does not atlyatethe proposal should be limited, putting
forward only a procedure for cooperation betweanmetent authorities of each Member State,
with the creation of a network of single contacinp®to liaise with the single points of contact
of other Member States and the Commission regattim@pplication of this Regulation.

1.1.6 Finally, in relation to its third objective of "mig it easier for professional users of data
storage or other processing services to switchicemroviders and to port data”, the EESC
rejects the proposal that the Commission limitlfitse undertaking to "encourage and facilitate
the development of self-regulatory codes of condudtnion level”, a matter for which only
legislative measures should consequently be caomglddt does not even consider drafting
"guidelines" on the development of the aforememtibself-regulatory codes.

1.1.7 For all these reasons, the EESC cannot endorsauthent version of the document. The EESC

is only willing to endorse this proposal if andafer as the latter is amended in accordance with
the suggestions outlined in this document and éart} understood as a highest common
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standard acceptable to both Member States andhstiglegs, but always viewed as a first step in
the future development of more ambitious ways ctigag genuinely free movement of non-
personal data in the European Union's digital marke

1.1.8 The EESC's endorsement is also on condition tlesetlievelopments take due account of the

1.2

international aspects of a global economy, of whigk initiative should necessarily be a part.

Recommendations

1.2.1 To this end, the EESC recommends that the Commisgasit its proposal with a view to

bringing it significantly closer to the terms dedth by option 3 which the EESC favours,
moving away from the selected sub-option 2a.

Moreover, the Committee strongly urges the Commisgdd incorporate in particular in its
proposal the suggestions outlined in points 3.datg of entry into force), 3.4.2 (the absence of
an obligatory procedure in cases of non-compliaré) (the absence of guidelines for drawing
up codes of conduct), 3.7 (failure to take intocattt the classification of metadata) and 3.8
(failure to take account of the global, trans-Ewap nature of the digital economy), especially
as regards the need to provide for a specific plaeefor cases where Member States do not
comply.

1.2.2 The EESC also urges the Commission to look favdyrapon the various proposals for

improvement it has made, especially those relabrifpe various articles of the draft regulation
under analysis.

1.2.3 It likewise strongly recommends that the Commissiocorporate in its proposal the

2.1

amendments suggested in the stance adopted byetteriber Council Presidency, with which
the EESC agrees, because of the intrinsic impromesrtbey would bring and the fact that they
could make the proposal viable.

Brief summary and general background

Summary of the proposal and the thinking behind it

2.1.1 The Commission justifies the necessity and propodity of this proposed regulatibnn the

basis of the following arguments:

* "Improving the mobility of non-personal data acrbesders in the single market, which is
limited today in many Member States by localisatiestrictions or legal uncertainty in the
market";

» "Ensuring that the powers of competent authoritieszquest and receive access to data for
regulatory control purposes remain unaffected"; and

COM(2017) 495 final,13.9.2017
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* "Making it easier for professional users of dataage or other processing services to switch
service providers and to port data”.

2.1.2 The Commission believes that this proposed reguiatbmplies with the subsidiarity rule in
that, by ensuring the free movement of data witheaUnion, it aims to guarantee "the smooth
functioning of the internal market for the aboventngned services which is not limited to the
territory of one Member State and the free movenoémon-personal data within the Union
[and which] cannot be achieved by the Member Statewmtional level, as the core problem is
cross-border data mobility".

2.1.3 However, it also considers it proportional in thdseeks a balance between EU regulation and
public security interests of Member States— as waell balance between EU regulation and
self-regulation by the market".

2.2 Policy and legal context

2.2.1 From a legal viewpoint the Commission considerettiree options, summarised in the
Explanatory Memorandum, summing up tlee ante impact assessment studies and the
stakeholder consultations carried out during praggam of the legislative teXt which can be
encapsulated as follows:

Option 1 consisted of guidelines and/or self-regulation tilrass the different identified
problems and entailed strengthening of enforcemisra-vis different categories of unjustified
or disproportionate data localisation restrictionposed by Member States.

Option 2 would lay down legal principles concerning thefeliént identified problems and
would envisage the designation by Member Statessngle points of contact and creation of an
expert group, to discuss common approaches andigagscand provide guidance on, the
principles introduced under the option.

Option 3 consisted of a detailed legislative initiative, égtablish,inter alia, pre-defined
(harmonised) assessments of what constitutes @iifigd and (dis)proportionate data
localisation restrictions and a new data portigtri

2.2.2 Given the differences with the Regulatory ScrutBoard, which issued two negative opinions
on the Commission's proposals, and although theonhajof stakeholders consider the
legislative initiative option (option 3) to be thaost suitable one, purely for reasons of political
strategy the following sub-option was then devised:

Sub-option 2a- "to allow for the assessment of a combinatioregislation establishing the
free flow of data framework and the single poirteantact and an expert group as well as self-
regulatory measures addressing data porting".

See documer@WD(2017) 304 final
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The Commission deems that this option "would enghee effective removal of existing
unjustified localisation restrictions and wouldezffively prevent the future ones", would "also
promote cross-border and cross-sector use of tlat@ge or other processing services and the
development of the data market" and would consdatjuéhelp transform the society and
economy and open up new opportunities for Europeitizens, businesses and public
administrations".

2.2.3 To that end, it put forward a proposal foregulation which could "ensure that uniform rules
for the free flow of non-personal data are appleabroughout the Union at the same time",
which would turn out to be "particularly importaiat remove existing restrictions and prevent
new ones to be enacted by Member States.

2.2.4 The present proposal is rooted in recent digitehtelogical developments which allow for
large quantities of data to be stored and usecasangly efficiently, generating economies of
scale and benefiting users with rapid access, &se connectivity and greater autonomy.

2.2.4.1 In its communication oBuilding a European Data Economy the Commissio%specifically
denounced the link between obstacles to the freaeement of data and the delay in developing
the European market. Hence the need the CommiBsido put forward a proposal with a legal
framework which did away with the idea of "bordentrols".

It should be noted that only around half of the NbdemStates endorsed the Non-paper on the
Free Flow of Data initiativk neither Germany nor France nor any of the sontk&f countries
endorsed this paper.

2.2.4.2 This subject was revisited in the Commission comgation on the Mid-Term Review of the
Digital Single Market Strategy A Connected Digital Single Market for AP, where the
Commission announced the publication in 2017 of kgislative initiatives, one on tHeree
flow of non-personal dataacross borders, which is the subject of this @pinriand another on
the accessibility and re-use of public and publicigded data and data collected using public
funds, which is still under preparation at the Cdasion.

2.2.4.3 Lastly, the EESC's opinion Digital Single Market:idverm revief "considers that the
European data economy is one of the sectors inhwhie gap between the EU and global digital
innovation leaders is clearest" and to this esupports the proposal to establish a legislative
framework, provided that this framework is also geared toudlocomputing, artificial
intelligence and the Internet of Things, takes aotoof contractual freedom — removing
obstacles to innovation — and receives appropridie funding”, which would equate to
option 3.

SeeCOM(2017) 9 final 10.1.2017, and accompanying working docung&WD (2017) 2 fingl of the same date, on which the
EESC delivered its opinioBuilding a European Data Economy, OJ C 345, 13.10.2017, p. 130

http://www.brukselaue.msz.gov.pl/resource/76f0X1662-4746-8767-5f6a01475099:JCR

COM(2017) 228 finabf 10 May 2017 and the attached Working Docum@&WD (2017) 155 final

Digital Single Market: Mid-term revienot yet published in OJ).
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2.2.4.4 This Commission proposal today represeh&smost important legal aspecof the future of

3.1

3.2

3.3

3.4

European policy for developing the data economy igsdepercussions on economic growth,
scientific research, the fostering of new technigsgparticularly in the domain of artificial
intelligence, cloud computing, metadata and therivdt of Things (IoT), industry and services
in general and public services in particﬂlar

General comments

The EESC notes the objective of this initiative jethit has already supported in many previous
opinions, since it is a basic prerequisite for s@guthe objectives of the Digital Agenda and of
achieving the digital single market.

It does, however, feel it must express its disamppaént at the overly limited scope of the
initiative, the lukewarm nature of its proposalse vagueness and lack of assertiveness in the
announced mechanisms and, especially, the lac&libical ambition, will and determination.

Let us now look more closely.

With the idea of a "free flow" of non-personal datee Commission is intending to counter the
majority of those policies and practices in foroghie Member States which create, impose or
authorise barriers in relation to the localisatidrdata for storing or otherwise processing such
kinds of data which it, also quite rightly, belisveust not be prohibited or restricted, except
where warranted for reasons of public secﬂrlvy establishing rules on:

a) data localisation requirements;
b) data availability for competent authorities;
c) data porting for professional users.

With a view to the first of the above-mentionedntsi-data localisation requirements- the
Commission has deemed it sufficient, in an inpilahse, to require Member States to notify it of
"any draft act which introduces a new data loctibsarequirement or makes changes to an
existing data localisation requirement".

3.4.1 Only 12 months after the regulation enters int@dor which is not to occur before the end of

2018 - Member States will be obliged to "ensure vy data localisation requirement that is
not in compliance" with the rule on the non-protids or non-restriction of free flow of the
data concerned "is repealed", except where thegidenit to be warranted for reasons of public
security. In this case, the Member State concerned shoulify rtoe Commission, giving its

COM(2017) 495 finglExplanatory Memorandum p.4.

This concept is laid down in Article 4(2) of tAi&U as being the sole responsibility of the MemBates, but for a definition
reference must be made to the case-law of the Gduitistice - see for all purposes the Judgmerth@fCourt of Justice of
21 December in Joined Cases C-203/15 and C-698® TSverige AB v Post-Och Telestyrelsen and Sagretff State for the
Home Department v Tom Watson, Peter Brice and @®off Lewis, in http://eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1513080243312&uri=CELEX:62018203paragraphs 11 and 88/89) and of the Human RightstC
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3.4.2

3.5

3.5.1

3.5.2

3.5.3

3.6

3.6.1

reasons for deeming the measure to be in compliavitte the rule concerned and for
considering that it should remain in force.

No specific procedure is being established for casghere Member States do not comply

As regards the second poiof) data availability for competent authorities the proposal does
not alter the powers of competent authorities tuest and receive access to data for the
performance of their official duties in accordamgéh Union or national law.

It nevertheless adds an important stipulation:"Access to data by competent authorities may
not be refused on the basis that the data is stmredherwise processed in another Member
State".

However, in seeking to guarantee that this righiniglemented, the proposal confines itself to
putting forward a cooperation procedure betweerbtities responsible in each Member State,
along the lines of others existing in different dons, in order to create reetwork of single
points of contactto liaise with the contact points of the other Memn States and with the
Commission regarding application of the regulatiomithout, however, assessing the
effectiveness of these points of contact or thbilig of the costs involved.

Nevertheless, in the end, application by the regdesuthority of the coercive measures needed
to obtain access to any premises of a natural gal Iperson, including the equipment and
resources for storage or other data processingatmibys come under thgrocedural law of
each Member State

That is to say, in the very likely event of lackaaimpliance, the only recourse will be through
Member States' ordinary courts and subject to titeriously lengthy procedures of the legal
system, its exorbitant costs and uncertainty atlmibutcome.

Lastly, on the third point data porting for professional users- the Commission will confine
itself to “"encourag[ing] and facilitatling] the development of self-regulatory codes of
conduct at Union leve] in order to define guidelines on best practiaedfacilitating the
switching of providers and to ensure that they glewprofessional users with sufficiently
detailed, clear and transparent information befomntract for data storage and processing is
concluded", in relation to a series of genuinetycural and essential issdes

Therefore it is a highly questionable approachinmgpty leave up to self-regulation mechanisms
the regulation of fundamental aspects which only shuld be dealt with by legislative
measures

The EESC, although it has always advocated co-a¢igul as a particularly important
supplementary resource as part of the Union's legalework, does not agree that standards
and principles which are essential to the conststamd harmonisation of Union law should be
left simply up to self-regulation, without any galthes or guiding parameters.

See Article 6(1)(a) and (b).
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More serious, especially as regards porting, h@& lbee limitation of responsibility and the
introduction of periods of loyalty for data subgaith the possibility of deleting content in the
event of non-compliance.

3.6.2 More questionable still is the fact that the Consiais has not at the very least propoaetb-

regulation mechanismin line with the model and parameters defined joesly by the
EESC®.

To this end, the EESC deems that the regulatidmaimd should at least lay down a series of
basic rules inherent to contractual relations betwservice providers and users, as well as a
blacklist of prohibited clauses as a result oflimgtation of the right to porting, in keeping with
the parameters set out in its opinion on self-ragomh and co-regulation in particular.

3.6.3 It is however inadmissible that the Commission #howot even have proposed devising

"guidelines' for drafting the codes of conduct referred téha proposed regulation, as has been
done in other domains, with the EESC's support.

In fact, as regards data porting, some companesluct has been damaging to users' rights,
namely limitations on data ownership or on intdlket property of the content of cloud
services, consent to the collection and processingata - introduction of presumed consent
rules - as well as hidden payments or the righsuspend a service based on a company's
unilateral decision.

3.6.4 Lastly, the Commission promisesjthout any other alternative of a legislative natue, to

3.7

"review the development and effective implementatif such codes of conduct and the
effective provision of information by providers rater than two years after the start of
application of the regulationAnd then what?

Moreover, confining this proposal to the three aitons referred to above does not take into
account growing concerns about metadata, deemieel h@n-personal data, which, apart from a
few exceptions, ought to benefit from the samequtoin as personal data, namely in terms of
the access, correction, deletion and objectiortsighthe subject.

3.7.1 In fact, companies devoted to analysing metadaty cat forward and proactive data-based

analyses, identifying trends and conditions for pames to be able to adopt decisions in the
future.

3.7.2 Moreover, it is not clear whether the future regjolaonly applies to data obtained in electronic

format, since Article 3(2) defines storage as atgrage of data in electronic format,and
Article 2 itself refers to the regulation applyitay“the storage or other processingetectronic
data". A case in point would be an anonymous questimanearried out in the physical

10

See information report INT/ 204 of 25.1.2005 be €urrent state of co-regulation and self-regulation in the Single Market and
own-initiative opinionSelf-regulation and co-regulation OJ C 291, 4.9.2015, p. 29
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presence of data subjects and stored physically: ithplication of the afore-mentioned
definition might be that this would not be covelsdthe regulation.

3.7.3 On the other hand, with the Internet of Things, pheliferation of electronic appliances,

particularly household electronics devices thatectland cross-check non-personal data, may
in future give rise to a variety of questions oowséy and privacy; for this reason the European
Commission should crucially have done more to deiéth non-personal data, safeguarding

people's fundamental rights.

3.7.4 Lastly, and taking into account the grey zone betwpersonal and non-personal data - since

3.8

3.9

3.10

4.1

certain data can easily become personal - mainghicompletely separate arrangements for this
type of data may lead to bodies trying to qualifg tlata obtained as non-personal in order to
thus evade enforcement of Regulation (EU) 20166675 April 2016.

Moreover, the proposal does not take due accoutiteofjlobal, trans-European nature of the
digital economy, being concerned only with regulgtthe internal market and neglecting the
fact that this market exists within a global markeith no guarantee that other countries and
continents follow the rules that it is now trying implement and without the power to impose
them in international negotiations.

For all the above reasons, the EESC is not in fawafusub-option 2a proposed by the
Commission without valid or consistent argumentsh® detriment of option 3, which has the
EESC's support.

Should the proposal incorporate the EESC's sughesteendments as well as those resulting
from the Council Presidency's position set outténdeclaration of 19 December 2017, which
the EESC endorses, the EESC would be willing topstpthis proposal, thus amended,
provided that it is clearly understood as a higleestmon standard acceptable to both Member
States and stakeholders, and also with a viewttodumoves towards more ambitious ways of
securing genuinely free movement of non-personta isiethe European Union's digital market.

Specific comments

Article 2 — Scope

4.1.1 The EESC has questions about the nature of iné@ntfd what is meant byrovided as a

service to user$ particularly whether free or paid legal trangats are involved.

In fact it is important to highlight that today tleeare a variety of services provided for free,
including Google Analytics. Nevertheless, the fhett these companies do not require users to
pay for these services has allowed them to intredufair terms in their service provision
contracts, avoiding responsibility if data is lasislaid or destroyed, or even assuming the right
to delete data without the data subject's consent.
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4.1.2 On the other hand, the EESC feels it that, alomglites of Regulation (EU) 2016/679, the
regulation in hand must also apply to a countrysiolet the European Union where the
legislation of a Member State applies under privaternational law.

4.2 Article 3 — Definitions
4.2.1 The concept of "non-personal data"

4.2.1.1 There is no Aristotelian type of definition of thencept of non-personal data; all that can be
said is that it concernprima facie, data other than personal data, defining it inrtbgative, as
can be inferred from the 7th Whereas clause oPteamble and from Article 1 of the proposal.

4.2.1.2 However, more in-depth analysis reveals that tbixept only excludes personal data subject
to specific legal protection, i.e. protection cuathg accorded in the EU under Regulation (EU)
2016/679 of 27 April 2016, Directive 2016/680/ECthé same date, Directive 2002/58/EC of

12 July 2002" and the national legislation transposing theskslkiye acts.

4.2.1.3 Thus this proposal seems to cover not only datativel to legal persons (and which, in
contrast to the view expressed repeatedly by tbrer@ittee, does not enjoy the same protection
as that granted to natural persons, whereas it idlossveral national legal systems), but also
"anonymous" personal data, to which only one refegds found, in the 26th Whereas clause of
the General Data Protection Regulation.

4.2.1.4 In order to ensure consistency, concordance aral tdgrity of the EU's legislative acts, and
given the imprecise wording of the text, the EESghlights the need for an express definition
of non-personal data to be given in this regulatiwot as a subsidiary or generic definition to
the definition in Regulation (EU) 2016/619, sincamy courts have had different interpretations
of what is meant by personal and non-personal data.

4.3 Article 4 - Free movement of data within the Union

4.3.1 Out of concern for legal certainty and securityg BEESC believes that deadlines should be set
for Member States for notifying measures which imtaintaining or introducing rules which,
for reasons of public security, might run countethis regulation.

4.3.2 It is also important for the European Commissiomatify the other Member States to see
whether these measures will, or will not, have redior indirect impact on the movement of
non-personal data in their countries.

1 Directive 2002/58/EC of the European Parliamertt af the Council of 12 July 2002 concerning thecpssing of personal data

and the protection of privacy in the electronic caumications sector (Directive on privacy and elmgit communications)
(GJ L 201, 31.7.2002, p. 3®ecast by the Proposal for a Directive of thedpean Parliament and of the Council establishieg th
European Electronic Communications Co@OM(2016) 590 fingl 12.10.2016], the Proposal for a Directive of theropean
Parliament and of the Council establishing the Beam electronic communications cf@dé C 125, 21.4.2017, p. 56and by the
Proposal for a Regulation of the European Parligraed of the Council concerning the respect fovagig life and the protection of
personal data in electronic communications and alepe Directive 2002/58/EC (Regulation on PrivacpdaElectronic
Communications)OM(2017) 10 final- 2017/0003 (COL)
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4.4 Article 9 — Review

4.4.1 The Commission has undertaken to carry out a reefethis Regulation and present a report on
the main findings to the European Parliament, tioeirCil and the European Economic and
Social Committe®nly five years after it enters into force

4.4.2 Since it is expected that the latter will not ocbafore the end of 2018 in the best case scenario,
the Committee deems it more appropriate for thigere to be carried out withithree years
given the manifestly fragile nature of the mechamind the rapidly changing nature of the
subject it deals with.

4.5 The Council presidency position

4.5.1 While this opinion was being drawn up, the Europ€amncil presidency issued an amended
text on 19 December which made substantial amenghieto the Commission's proposal,
precisely along the lines of the EESC's curremmenendations.

4.5.2 This concerns the following, set out in brief:

a) Article 2 - scope - and Recitals 7a and 8a: claatfon of what remains outside the scope of
the regulation;

b) Article 3 - definitions: introduction of a new pgraph 2a clarifying the meaning of
"processing";

c) Article 3(5): explicit inclusion of administrativgractices in the definition of "data
localisation requirement" and consequent amendioehiticle 4(1);

d) Article 5(2a): establishment of a binding obligati provide data and, under Article 5(3a)
a provision for Member States to impose sanctionsisers in case of fraud linked to the
provision of data, as recommended in this opinion;

e) Article 6: establishing guidelines on drawing ugles of conduct;

f) Article 7: a definition of the role of "single paof contact" and speeding up the process of
communication between authorities;

g) the deletion of Article 8, thus removing the FréewiFof Data Committee;

h) various articles: improving compatibility with tHeansparency Directivé

i) Recitals 10 and 10a: providing necessary detailghenissue of mixed data sets and
anonymous data, as called for in this opinion;

j) Recital 12a: clarifying the concept of public setyuset out in Article 4, based on Court of
Justice case law, as recommended in this opinion.

12
Interinstitutional file:2017/0228 (COD) 15724/1/17REVdt 19 December 2017.

13
OJ L 294, 6.11.2013, p. 13.
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4.5.3 The EESC comes out clearly in favour of all thesRlency's suggestions and strongly urges the
Commission, European Parliament, and Member Statiedke them into proper consideration.

Brussels, 15 February 2018.

Georges DASSIS
The President of the European Economic and Sociairittee
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